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1. Introduction 
The world's most important resource is no longer crude oil, but data, according to the economist's article 
of 6 May 2017. While this reflects the current assessment of Big Data, the analogy is not really 
adequate: the volume of data can grow and it is reusable, while crude oil is fundamentally a limited 
resource. Big Data - a term for which there is no generally accepted definition - is pragmatically seen 
here as a large amount of data whose analysis requires the use of tools that go beyond standard 
software applications (e. g. Excel). Collection, storage, analysis, maintenance, search, distribution, 
transmission, visualization, query, updating and data protection are all challenges due to the size of the 
database. The aim is to find structures within the data that can explain observed behaviour or predict 
behaviour1. It is not so much about the correlation between data as it is about causal relationships, but 
also about the algorithms used, the automated decisions based on them and their weak points. Big 
Data applications are not limited to the economic sphere, but are of great importance in the military, 
crime, transport, agriculture, health and science sectors. The rules for dealing with Big Data are not 
uniform.   

Big Data receives a lot of attention because 

• It is now technically feasible to record, store and analyse the offline and online behaviour of 
individuals or companies from virtually anywhere in the world via data traces in the network. 
This includes secret service departments, as well as a number of large US and (potentially also) 
Chinese companies that have the technical capabilities to do so. However, comprehensive 
monitoring is already commonplace at a regional level, for example, when retail chains track 
their customers offline with face/person recognition technology, WLAN and Bluetooth tracking, 
and connect this data with people via ATM and credit card information. In addition, a large 
number of companies collect and trade personal data. 

• In business and society, transactions often generate sensitive data that requires handling in 
accordance with data protection regulations. Therefore, adequate technologies and processes 
are not only required by "data multinationals", but also by all persons and companies dealing 
with personal data. Applied data protection is therefore not a marginalised challenge but 
concerns a broad group of actors. 

• The digitalisation of all areas of society and the decreasing costs for data acquisition make it 
much easier and cheaper to record people's behaviour and to digitally map economic, social, 
administrative and technical processes. New digital products and services, the "Internet of 
Things" (IoT), offline/online customer tracking in the retail sector, smart homes, smart cities, 
public administration, digitalised medicine and the digitisation of (traditional) production and 
distribution processes (keyword: Industry 4.0) generate a massive amount of data and facilitate 
monitoring and analysis. 

The common notion that one can trawl through a pool of data, gradually built up over time, without any 
technical or methodological restrictions in place, is the source of Big Data fantasies and strategies. 
Approaches that involve sifting through, restructuring and expanding such existing data, as well as 
further accumulation of additional data, often form part and parcel of corporate strategies. This 
approach has to be reviewed with the coming into effect of the General Data Protection Regulation 
(GDPR 2016/679) in Europe in May 2018. The GDPR is - as much can be stated in advance - a strict, 

                                                        
1 Definition based on Wikipedia: https://en.wikipedia.org/wiki/Big_data 
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Europe-wide uniform regime for the handling of personal data. Hence, handlers of personal data face 
the following challenges and constraints: 

• Explicit and informed consent to the processing of data, whereby even storing or anonymising 
data is considered processing. Practically every manipulation of the data constitutes a further 
processing, which requires explicit consent of the person whose personal data is affected. 

• The data - and this is interesting in connection with Big Data - can be analysed if it is processed 
anonymously. As already mentioned, consent is required for anonymization. 

• GDPR also implies the right to be "forgotten" and thus the deletion of data and information, as 
well as transparency in data processing and data minimisation - which prohibits retention 
without valid reason. These demands - however comprehensible and understandable they may 
be on an abstract level - pose considerable legal/legislative and technical challenges. On the 
one hand, these provisions are not detailed in depth - partly because technical capabilities are 
constantly changing and the actual interpretation will arise from court decisions. A problematic 
circumstance, considering that violations of the GDPR can be punished with a penalty of 4% of 
the turnover or a maximum of €20 million. On the other hand, there are conflicts of interest 
between these targets. For example, the demand for transparency and the right to be forgotten 
may contradict each other. In addition, the technical implementation of many specifications still 
requires research in order to enable a thorough understanding of the effects. 

The GDPR thus establishes stricter rules than, for example, apply in large parts of the USA. As early 
as during the drafting phase of the legislative text, it was argued that strict data protection hinders 
innovation. This criticism has not gone away even after the adoption of the GDPR. However, it is known 
from innovation research that regulations - such as the GDPR - can certainly also contribute to 
innovations. Strict regulations imposed by environmental legislation have not adversely affected 
economic growth, but have increased demand for innovative environmental technologies. This creates 
a market for environmental technologies, and potential producers of these technologies have been 
encouraged to develop innovative products and services. Can similar things happen through the 
GDPR? 

The question therefore is whether strict data protection hinders companies in innovation or whether it 
helps them to develop new offerings, business models and technologies that meet both regulatory 
requirements and the wishes of customers. In principle, it can be assumed that most users attach great 
importance to data protection, even if they rarely make an effort to ensure that it is enforced. 

In order to present evidence to clarify this question, the following methodology was chosen: 

1. Legal provisions are examined in light of their technical implications. It will be examined whether 
technologies and strategies are already in place that help to obtain explicit consent, implement the 
right to delete data, make data anonymous and allow Big Data to run unrestricted evaluations, 
while still meeting transparency requirements. 

2. The evaluation of technical capabilities is the starting point for assessing the effects on innovation. 
The main aim is to identify those factors that can have both positive and negative effects. This task 
necessitates a very pragmatic approach, since the effects of the GDPR can only be observed once 
it has come into effect in May 2018, and even then, the effects may only become apparent several 
years later. 

3. Recommendations for economic policy are derived on the basis of these analytical steps. 
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2. GDPR 

2.1 Explicit consent - ex ante, ex post and beyond 
Obtaining explicit consent to the use or disclosure of personal data from data subjects is a central 
component of the GDPR. Consent can be obtained electronically, whereby the purpose of use must be 
clearly indicated. The processing of personal data must not go beyond this purpose. Exceptions exist 
in relation to processing for archival purposes of public interest, scientific or historical research and for 
statistical purposes. 

The following chapter analyses the technical challenges involved in obtaining explicit consent. 

Consent is possible in various ways: 1. general consent as is currently customary with the terms of use 
of websites, or 2. opt-in, meaning explicit consent to use a particular service. 

 The provisions of the GDPR pose the following challenges: 

• Categorisation: In order not to overwhelm the user or to confront him/her with an unnecessarily 
lengthy interaction process, it is currently assumed that requests for consent are grouped 
analogously to the various processing steps, and hence obtained for each individual category. 

• Adaptation and revocation: The user must then be in a position - contrary to the status quo, 
which only allows consent or rejection - to manage their consent in part, and in a fine-grained 
way. This also includes the possibility to revoke already given consent. 

• Comprehensibility: The declarations of consent/requests must be presented in an 
understandable form and the user must not become overwhelmed. This is particularly 
challenging in big data scenarios, where complex data processing steps based on non-trivial 
algorithms and methods have to be explained. Here it is difficult to find the balance between 
easy explanations, and abstraction. Nevertheless, interested users should be able to 
understand what a data processing algorithm does with their personal data and how this 
corresponds to the agreed purpose of use, and also to understand which anonymization 
procedures and security measures are used to protect their data. Various levels of abstraction 
and detail are conceivable here. 

• Consent after the fact: A further aspect for data processing companies is the inviolability of data 
for new purposes for which no explicit consent has yet been given. For this reason, it is 
necessary to create technical methods of obtaining consent (for both the data processor and 
the users) in an uncomplicated manner. 

These declarations of consent are of course different, depending on which processing steps are set 
and which data is used. The design of a declaration of consent in line with GDPR is therefore not trivial 
and represents a veritable challenge for many providers.  

The precise depiction of the processing steps is of course a challenge when innovations are developed, 
because it is extremely difficult to indicate ex ante which steps will be taken. From the point of view of 
data processors, it is desirable that consent to data processing should, as far as possible, also enable 
the development of new innovative services and business intelligence solutions without having to 
confront the user with new detailed requests for consent each time - More about this later. It would be 
desirable on the part of users if the legislature were to stipulate, with regard to service limitations, that, 
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if users do not give or only partially give or withdraw their consent, there remains a guarantee in place 
that more data protection does not lead to access restrictions that are unfair or discriminatory. 

 

The GDPR makes it clear that informed and specific consent declarations must be obtained. Recent 
research has raised doubts as to whether this is actually possible. On the one hand, it can be seen that 
short breaks in the presentation of the data protection declarations/conditions, which are used for the 
communication of irrelevant information, are sufficient to reduce or even eliminate the attention for or 
the understanding of data protection declarations/conditions. Users also tend to agree to such terms 
and conditions without being aware of which of their data is collected, so that their consent is not to be 
considered as informed consent. On the other hand, it has been observed that an increase in control 
leads to negligent handling and a higher willingness to take risks. These insights suggest that there is 
still a real need for research into how to obtain informed consent. At the same time, however, this also 
means that even with the best of intentions and faultless implementation, the goal of informed consent 
to the use of personal data is not easy to achieve. 

Instead of monolithic, static declarations of consent, there is a need to develop technologies that allow 
for the dynamic adaptation of consent, with a special focus on legal and also ethical aspects, as well 
as ease of use and comprehensibility. Such technologies and mechanisms should, on the one hand, 
enable users to correct data, as well as track and adapt the use of their data2.  

The creation of "best practices" or a European standard for machine-readable consents or processing 
steps, usage scenarios and categories would be welcome. This would also lead to a wide range of third-
party solutions (e.g. apps, bots) that citizens could use to automate or simplify consent procedures.  

As a result, many of the machine-readable policy languages described above have already been 
modelled in RDF (Resource Description Framework), a standard format of the World Wide Web 
Consortium, for exchanging machine-readable metadata, which can be used to describe and verify 
usage strategies, legal regulations and business practices, and can be linked to data provenance 
information and transparency information and events for automatic verification of end-of-life data. There 
are still gaps, however, as there are different standard RDF schemas/vocabulary for all these aspects, 
and standards and best practices are lacking for their common use to transparently describe the aspects 
of the processing of personal data and related policies3.  

In addition, with regard to scalability, there are open research questions about the necessary 
expressiveness of such policy languages and about the complexity and scalability of corresponding 
verification methods. Vocabulary describing strategies such as Open Digital Rights Language (ODRL), 
currently standardised by the W3C's Permissions and Obligations working group, continue to suffer 
from partial semantic ambiguity that hinders machine processing, or could in practice turn out to be 
incomplete or insufficient to describe complex strategies for processing personal data. In addition, for 
secure access to data, RDF must be extended with encryption methods that allow statements to be 
encoded in a fine-grained manner, which is a largely open research field.  

                                                        
2 See  Kirrane et al. for an overview of Access Control Techniken für RDF. 
3 See also https://www.specialprivacy.eu/images/documents/SPECIAL_D6.3_M9_V1.0.pdf , chapter 4. 
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2.2 The right to be forgotten 
The right to delete data stipulated in the GDPR makes it possible to delete sensitive and personal data 
from data-processing environments and applications to a certain extent. As simple as this rule may 
seem, it opens up a challenging and at the same time legally unclear field, because the term "delete" 
is used differently in data applications. In many data applications and products, this does not mean a 
final destruction ("physical deletion") of the data, but only an elimination from information processing 
("logical deletion"), i. e. the storage space of the data to be deleted is marked as free4.  

However, forensic tools that can recover deleted files have been common for many decades. The 
success of a recovery depends essentially on whether the blocks have already been reused. This in 
turn depends on the time elapsed since deletion and the intensity of use in terms of storing new data 
on the storage medium. 

To make this recovery impossible, a set of "final" deletion options has been developed in the past, the 
most popular of which is randomly overwriting memory areas. There is also an extensive collection of 
tools for this purpose. Although there are still ongoing discussions about the correct method of 
overwriting (random, patterns, multiple) – academic laboratories were still able to restore original data, 
overwritten once using a fixed pattern – this method is nonetheless considered sufficiently effective in 
practice to assume that the files remain permanently deleted. 

However, in extremely critical areas, the physical destruction of data carriers has become 
commonplace. This is particularly useful if a large amount of data that has been stored for a long time 
has to be finally destroyed as a whole. However, this access is technically unfeasible for the 
implementation of the right to be forgotten, which is only concerned with the deletion of individual or a 
small amount of sensitive information; it is not economically justifiable or technically feasible in highly 
available systems. 

Based on the analyses carried out in this project, the following crucial research questions have 
emerged. These are not only purely technical questions, but also questions that require an integrated 
research approach between technical and legal experts: 

• Which form of deletion is sufficient and which forensic methods exist? This also includes the 
development of new forensic methods, which are easy to implement, and which use existing, 
undeleted meta information for data reconstruction, especially in very complex systems. This 
is extremely relevant in order to implement the protection of data implied by the GDPR through 
deletion in a real-world environment. The question is not only limited to "physical" or "logical" 
deletion, but also covers the handling of backups, security mechanisms, internal (security-) 
logs, as well as other methods of advanced data management. 

• The conflicting objectives with regard to the transparency of data processing must also be 
clarified. Since it may also be necessary to undo deletions, the deleted content must be kept in 
appropriate mechanisms. Certain regulations require data not to be deleted so that decisions 
can be tracked at a certain point in time. The deleted cells are managed in the database in a 
separate index, the so-called garbage collection, and are therefore analysed not only with 

                                                        
4  The problem is that although data is no longer logically available - since it can no longer be accessed - it still 
exists on the storage medium and can therefore be accessed by an attacker. In this case, encryption is an option 
that cannot be used for legacy systems.   
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regard to their content, but also the deletion timeline. How to deal with these conflicting goals 
should be clarified. 

In principle, however, the problem of deletion is not limited to data carriers alone, and in many cases 
cannot be considered purely in the context of the destruction of data carriers. An essential aspect is 
storage in the cloud or external data centers, where physical storage is not under the control of the data 
owner. In this case, physical deletion by overwriting is often very difficult to achieve, because the 
underlying architecture is not known and often only emulated, and hence the respective deletion 
software cannot function adequately. The same applies to deleting from backups, tape storage, or other 
mass storage devices, which are not designed to delete individual records and do not always offer this 
option. In addition, this is also a legal and organisational problem, as backups are often not allowed to 
be compromised, and are subject to special regulations that must be complied with in order to meet 
various security certifications. New ways and methods of dealing with such scenarios have to be found 
on an organisational level. 

2.3 Anonymization - Big Data without restrictions? 
Anonymization of sensitive data is becoming increasingly important because of the GDPR as it 
represents an alternative to obtaining explicit consent for the use of personal data. However, it must be 
noted that anonymization of data is also processing of data, and therefore requires explicit consent. 

In order to ensure anonymity, a precise analysis of the information contained in the data is essential in 
order to be able to unambiguously identify persons from seemingly impersonal information. The data is 
divided into three types: Identifying data, quasi-identifying data - i.e. data that is unproblematic on its 
own, but in combination allows identification - and usage data. Anonymization is mainly about the first 
two groups. 

There are a number of strategies and criteria for anonymizing data. The spectrum ranges from synthetic 
data, cadastres, k-anonymised data and derived methods to differential privacy. 

Without going into the various methods at this point, some types of data may lead to a conflict of 
objectives between strong anonymization and the information content of the data. The greater the 
anonymization, the lower the information content of the data and thus its use for analytical purposes. 
However, the usage data - i.e. without personal data - is completely sufficient for many Big Data 
applications. 

One of the main problems with the practical use of anonymization methods is the absence - also with 
the GDPR - of clearly defined legal requirements for the strength of anonymization (e. g. in the case of 
k-anonymity, factor k corresponds to the minimum size of the equivalence classes). In addition, data 
manipulations that ensure anonymity today can be "cracked" as technology advances and would no 
longer be permissible. Anonymization is therefore a moving target. 

In addition, the following questions arise during the practical use of anonymization and have not yet 
been sufficiently considered:  

• The choice of concrete security parameters for anonymization, especially the security factor "k" 
in the context of k-anonymity or related procedures. The same applies to the use of differential 
privacy, where the choice of the factor Epsilon has to be clarified. In the case of data 
perturbation, i.e. the intersection of real data sets with synthetic data, it must be determined 
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which minimum ratio of real data over perturbation data can still ensure the privacy of everyone 
involved. 

• Particularly in the case of sensor data, the classification of sensitive information is not always 
trivial. Here, it may be necessary to clarify, perchance in industry-specific ways, what 
characterises quasi identifiers, and establish general criteria for how to recognise and handle 
them. 

• If sensitive data streams arise in the context of internal data processing due to the intersection 
of (possibly partly sensitive) data, it would have to be clarified when anonymization must be 
carried out. This is especially important because it is often not possible to merge anonymised 
data. 

Low information content means that the data is much less valuable for Big Data analysis and innovation 
processes. The missing assignment to data subjects is often not the problem, but the low information 
content of the data and the resulting low analytical value. 

These factors mean that the use of anonymization technologies is associated with a relatively large 
number of imponderables. In addition, the different approaches require a relatively high level of 
expertise, which is often not available in small and medium-sized enterprises, and is thus a further 
limiting factor. 

2.4 Transparency - What exactly happened when? 

The demand for transparent processing of the data arises directly from the GDPR and thus enables the 
owner of the data to exercise control over the use of her information. In addition, it can be deduced 
whether only the agreed data and information were actually used for a data-driven application. 

However, this requirement may also conflict with the right to be forgotten, especially if the requirement 
for transparency is justified by other regulations. Regulations such as SOX (Sarabanes Oxley Act) and 
Basel II ensure the integrity of the data used in data-driven processing, i.e. they guarantee that the data 
has not been manipulated at any time. This also applies in particular to external enrichment information, 
so that it is also possible to re-process data, i.e. it is possible to process data in the way that would 
have been done at a certain point in time with the information available at that time. This is particularly 
important in financial transactions, e.g., billing workflows that generate a certain amount of evidence 
against receivables and disputes. 

In enforcing this aspect of the GDPR, it is important to consider which law and what obligations to give 
priority: The right to be forgotten, or the complete traceability, or even a possible requirement of 
reprocessing. In our opinion, this will depend on the respective use case and the type of processing. 

Transparency in connection with the processing of personal data may also constitute a hurdle, since 
there are no standard schemes for personal data or generally accepted "best practices" for 
corresponding granularity of the transparency records. In the field of semantic web research, there are 
several proposals for ontologies (conceptual schemata, which can be instantiated by means of RDF 
data) to describe personal data and their provenance (cf. e. g. Bartolini et al. (2015)). However, this and 
similar works are more academic schemes than standards that could be used directly. It can be 
assumed that the development and introduction of such standards would contribute to easier workability 
and verification of transparency records. 
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A further technical solution is a so-called transparency layer, which is equipped with certain features 
(completeness, confidentiality, correctness, accuracy, immutability, integrity, interoperability, non-
repudiation, correction and deletion, traceability/traceability) and guarantees robust services (high 
availability and performance, scalability and efficient storage). 

This always requires a local transparency layer and a global transparency layer of a third-party 
organisation that is classified as secure by the data processor and data subject, or a globally managed 
transparency layer stored in a peer-to-peer architecture. 

One possible architecture for a transparency layer is the recently popular blockchain technology 
(especially through crypto-currencies) to manage and log access to personal data. Blockchain 
technology is inherently based on peer-to-peer networks and encryption. However, a precise analysis 
of the non-functional aspects of P2P layers (Ledgers) or block chains as the basis for a transparency 
layer is urgently needed here: It should be mentioned that voting techniques in the P2P area, which are 
especially widespread in block chains, allow manipulations when an organization controls more than 
half of all peers. This is especially important for private blockchains with a small number of peers. 
Furthermore, since nothing can be deleted in a blockchain per se, it has to be clarified to what extent 
this technology - for example by using cryptographic deletion (i. e. destruction of the keys) - can 
simultaneously guarantee transparency and the right of deletion. These questions urgently need 
answers from science and research, and should be supported via appropriate subsidies. 

2.5 GDPR compliant development of Big Data applications 
In light of legal requirements, a "naive" development of Big Data applications is not feasible in the 
context of the GDPR: data collection and data mining analyses are not possible without consent, hence  
it is not possible to demonstrate the benefits of new features based on the customer’s data and an 
option to withdraw (opt-out). 

Based on these findings, however, the following GDPR-compatible procedure is suitable for the 
development of Big Data applications: 

During the development of the data-generating systems, consent to the use of the generated data for 
subsequent analyses is obtained, stating the processing purpose (e. g. personalised advertising). There 
are two possibilities: Either the operators of the system obtain prior consent of the data subjects, which 
must be precisely specified (consent), or they receive consent for anonymization and further processing 
of the anonymized data. In the latter case, there is no longer any need to specify a precise purpose of 
use in the analysis and the anonymised data may be used for new analyses unknown at the time of 
specification. 

The advantage of the first option is that arbitrary algorithms can be applied based on the anonymised 
data. The disadvantage is the loss of information shown in the technical part of the study.  From a legal 
point of view, it would be helpful to have - within the term “anonymization method” - a proper definition 
of the “anonymization” part, especially since the concrete method used for anonymization will remain 
subject to state of the art developments. 

Since the specific data mining method is not known a priori, it can be assumed that the consent must 
be adapted more often if the data is not anonymised. Sufficient granularity of the consent within the 
scope of the application of the GDPR is important. In any case, the comprehensibility for the user must 
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also be taken into account, especially since both anonymization algorithms and data mining algorithms 
are complex. 

In the interest of data minimisation, it is always advisable to separate the operationally processed data, 
which is only stored for this purpose, from the inputs for Big Data analyses. 

When developing applications based on this, it is advisable to employ a group of testers who are willing 
to submit a declaration of consent tailored to this project, in case consent to data analysis is not 
sufficient. In this case, it is necessary to obtain appropriate consent declarations from all users once 
the new application actually goes live. 

Compared to the "naive" method of Big Data development, this approach ensures that users are always 
kept informed about how their data is used. Disadvantages are the limitations on how analysis can be 
performed, the impossibility to demonstrate to a user the benefits of the new application based on his 
own data, and the inability to use the "Power of Defaults" through a subsequent opt-out. 

However, these disadvantages are counterbalanced by the advantage of greater confidence in the data 
protection of the offering company, which leads to a higher willingness to agree to the use of data. This 
is to be seen in particular in connection with the right of deletion and the transparency rules, which 
make it possible to delete one's own data at any time at a later date. These possibilities also speak in 
favour of a more generous interpretation of the legal framework when it comes to consent for the 
anonymization or analysis of data.  

3. Innovation 
In an increasingly digital society and economy, access to data and the actions it allows are an essential 
factor in gaining insight into the processes that are taking place. The better it can be analysed, mapped 
and ultimately forecasted, the greater the value of the data for designing innovations in business, 
politics, administration, crime prevention, etc. 

The different development options for economic activities and product and process innovations resulting 
from differing data protection regulations are a central question of this study. There is an obvious 
assumption that data protection regulations influence the development of industries, companies and 
the public sector (eGovernment) and shape innovation processes. Goldfarb and Tucker (2011) see the 
greatest effects in the areas of online advertising, eHealth and in-house services.   

No specific evidence has been found that strict data protection rules have had a positive impact on 
innovation. This is of course also due to the fact that the new GDPR is not yet in force.  Nevertheless, 
many observers see Europe's position as a safe haven for personal data, as an opportunity for the 
digital European economy to develop. At best, the stricter data protection regime in Europe enforces 
business practices that increase the acceptance of European products and services and thus create 
competitive advantages. If one considers alleged disadvantages as a challenge, there is room for 
creative handling of the limitations and for new solutions. 

The main focus is on technical solutions that guarantee privacy while still allowing the analysis of data 
and thus enabling Big Data applications. Priority is given to the development of technologies that only 
require a small amount of data in order to provide the desired functionality, the possibility of selectively 
deleting data, and the anonymization of data (see above). 
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First of all, the question arises as to how GDPR can influence innovation processes.  In essence, the 
following 5 chains of effects have been found, through which data protection can influence innovation 
activities5:  

1. Product and service innovation: Innovation processes are search processes in which the 
environment is interacted with. They are largely open processes. Digitisation has tended to make it 
easier to bring in relevant expertise - the keyword is open innovation. Innovation processes tend to be 
more data-driven than in the past. Approaches such as Lean Startup propagate the creation of 
hypotheses and their data-based validation by potential customers throughout the entire innovation 
process. It has also been common practice to use market research and internal data sources to gain 
insight into customer demand patterns and wishes.  

In principle, the new General Data Protection Regulation could lead to restrictions here, because some 
of the data subjects do not give their consent to the use of the data or because a new consent is required 
for the use of historical data - see below. In practice, there are two cases that can be assessed 
differently: Startups and established companies.   

Start-ups - where the project is the company at the same time - depend on data for their development 
activities, more precisely, the Lean Startup method propagates a data-driven approach6. However, the 
scope and methods of data collection are rarely called Big Data. Most of these are personal interviews, 
surveys, web site usage data, etc., which may contain sensitive information, but it is usually also 
possible to obtain the consent of the data subjects for using data. In the case of start-ups, it is therefore 
not generally assumed that GDPR hinders innovation processes in the long term.  

Established companies have well-functioning business models and thus often have a considerable 
amount of historical data. Here too, innovation processes are increasingly influenced by lean startup, 
design thinking7 and behavioural economics and are thus also strongly driven by interaction with end 
customers. Here the problem is similar to that of startups. 

However, there are a number of options for established companies to deal with the stricter requirements 
of GDPR. On the one hand, tests can be made with internal users (employees) or a group of test users 
can be integrated into the development process. It is therefore difficult to argue that data protection 
fundamentally hinders the development of product and process innovations. This simplistic statement 
is also not found in any of the scientific articles analysed here. It is therefore obvious that the GDPR 
requires adaptations in innovation processes, but that these do not in any way lead to fundamental 
restrictions for innovation activities. 

This viewpoint is countered by the fact that innovation processes seldom take place in a well-ordered 
manner. For example, the principle of data minimisation laid down in the GDPR can work if you know 
exactly what you want to do, and when, within the innovation process.  With this high degree of foresight, 
it is also possible to clarify the relationship with the data suppliers whose personal data are to be 

                                                        
5 eHealth - the health area - in which strict data protection is a prerequisite for the digital use of data is not dealt 
here with. See for example Goldfarb - Tucker (2013). 
6 Of course, there are also big data startups - i. e. products and services based on the analysis of large data sets 
- at the core of their business model. However, these are only a relatively small part of all startups. 
7 According to Wikipedia (https://de.wikipedia.org/wiki/Design_Thinking), Design Thinking tries to find solutions 
that are convincing from the user's point of view." This means that there is the same goal orientation and also a 
number of overlaps with Lean Startup in the procedure. 
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processed. In reality, this situation - when innovation is risky - can be virtually ruled out. Innovation as 
a process is "messy", characterised by the constant search for combinations that work in the market 
(see Figure 19), i. e. satisfying a need in a clearly defined market segment and generating enough 
turnover to allow the development costs and future operating costs to be incorporated. This usually 
requires several attempts and - in many cases - a pivot, i. e. a fundamental change in the direction of 
development, different product or service properties, or a different market segment. Particularly when 
it comes to these fundamental changes, an extensive database would be needed in order to determine 
the direction. Therefore, innovators strive to collect as much data as possible so that the essential 
factors for the success of a product can be identified. In this sense - but of course this is not a legally 
substantiated statement - a "data surplus" can be the most efficient way to develop an innovation. In 
essence, this illustrates that it is difficult to demand a narrow, ex post interpretation of the principle of 
data minimisation in innovation processes, because one does not know ex ante which data is needed 
for the innovation process and therefore there is a tendency to choose a broader search strategy. The 
same applies, of course, to research and development processes in the academic field. A very 
restrictive interpretation of the data minimisation principle is not helpful in innovation processes, start-
ups and in the scientific field.  

Figure 1: Innovation and design processes 

  

Source: Newman 

Naturally, one can also solve this problem by obtaining prior consent, if it is formulated broadly enough. 
The scope and extent of the legal basis for this is currently unclear. 

Alternatively, the anonymization of the collected data could avoid restrictions on the use of data. Here, 
first research results are available on the effects of the right to be forgotten, or on anonymising data on 
the efficiency of machine learning approaches (Bernd et al. (2016)) - an area that can be described as 
highly innovative. This mainly concerns the effects these legal provisions have on the underlying 
algorithms used for data evaluation. It must be noted that especially in the case of self-learning, so-
called "intelligent" systems, the data are not only processed but also constitute the system to a 
considerable extent, i. e. processed and classified data serve as a basis for further analysis, as a so-
called "knowledge base". The distortions that occur as a result of modifications to the knowledge base 
can therefore have crucial ramifications for further processing. 
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In this example, anonymization has a far greater effect on the usability of data than the selective deletion 
of important characteristics. However, with regard to the limitations and framework conditions of the 
results for deletion, it must be pointed out that there is still a great deal more research to be done in this 
area as well, especially with regard to the anonymization method to be chosen. Nevertheless, this result 
provides a first indication of the direction in which research is still needed to develop techniques of 
Privacy Aware Machine Learning (PAML), that can keep up with conventional techniques or at least 
come close to them in terms of quality. At the same time, it is suggested that in machine learning, the 
completeness and information content of the base data can lead to a reduction in system efficiency. 

2. Advertising and data-financed business models: The number of business models for online 
activities - which are mainly affected by the new GDPR - is limited (see for example Croll - Yoskovitz 
(2013)). Part of it uses advertising revenue or sells data to cover running costs and finance innovation 
activities. It can be assumed that due that the now required explicit consent for the transfer of data, that 
this will be possible less often than is currently the case. The same applies when it comes to the tracking 
of users in order to obtain data for the personalised placement of advertisements on websites.  

Investigations have shown that current European privacy regulation reduces the efficiency of 
advertising. This trend will be further reinforced by the upcoming GDPR. It can therefore be assumed 
that advertising-financed business models will be less suitable for generating sufficient resources. 
However, this does not mean that advertising on the Internet is a thing of the past. Furthermore, it is 
possible to advertise efficiently on specialised sites, because the interests of the visitors are known 
there, or because users have explicitly given permission to use their personal data. Of course, 
advertising providers will also be looking for ways to adapt to the new situation and further develop their 
business models. Even now - in spite of the stricter European data protection regulations - the large, 
mainly advertising-financed American platform providers are also flourishing in Europe. This will not 
change in the foreseeable future.  

It remains to be seen whether, in the future, it will be easier for users to track the flow of their personal 
data  and whether they will pay with their data for free products. In any case, it can be assumed that 
the GDPR business models with advertising and data-financed innovation activities are less attractive.  

Theoretical modelling of this situation clearly shows that providers tend to offer payment models under 
these conditions and do not rely on products financed by advertising.  

3. Data protection as part of the marketing strategy:  Even now, users do not want their data to be 
traded, or used for the purpose of targeted advertising. The vast majority is in favour of strict data 
protection and control over the dissemination of their personal data. Only a small minority is prepared 
to pass on personal data.  

The often observed privacy paradox - that even users who want to protect their personal data, yet 
readily exchange it for a free product at the next best opportunity - may be seen as a contradiction to 
the desire for data protection. However, it should be noted that it is generally very difficult to realistically 
assess the consequences of agreeing to terms of use of online services. Therefore, users try to make 
situation-specific decisions that are hardly rational in view of the scarcely available information on data 
transfer. In many cases, you can only choose whether you want to use a service and therefore have to 
accept the loss of control over personal data. Particularly in the case of services with strong network 
effects such as social media, the pressure to comply is particularly strong. At the same time, of course, 
these providers also try to impart that they handle data with care.  
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In view of this starting position, the new GDPR will bring improvements that are in the consumer's 
interest, because it must be made clearer how the data are to be handled, and explicit and informed 
consent must be obtained. In an environment where both consumers and legislators are pushing for 
more data protection, it is obvious that making data protection an integral part of the product range will 
allow businesses to actively differentiate themselves from "data-hungry" providers. Some suppliers 
have already begun to follow this path. 

With the entry into effect of the GDPR in May 2018, every processor of personal data will be forced to 
make adjustments which emphasise that data protection regulations should be taken seriously, and 
implement them accordingly. This enables one to make this part of one’s marketing strategy.  

Generally speaking, this seems to be an expandable strategy for the development of digital products 
and services in Europe, which should be pursued at all policy levels, and become a constituent element 
of horizontal industrial policy. This, of course, does not only include the corporate sector, but should 
also be the guideline for the public sector - including intelligence services. This could make Europe 
synonymous with strong protection of personal data. A position that neither Asian suppliers nor the USA 
are aiming  for. 

4. Legal requirements allow the development of data protection technologies:  In principle, GDPR 
creates a "market" for data protection technologies (Privacy Enhancing Technologies - PET). These 
can be requested by those affected (VPN, TOR etc.), as well as by companies that want to guarantee 
data protection for their customers.  The legal framework conditions are essential for the development 
of data protection technologies in particular, because they create demand for certain products and 
services.  

However, the legal provisions must be sufficiently clear to stimulate both demand and supply. If goals 
leave too much room for interpretation, only uncertainty increases, and not the number of solutions to 
achieve these goals. In concrete terms, there is a great deal of room for interpretation when it comes 
to the requirements for "deleting data" or "transparency" or "data minimisation". In this case, it is most 
probably only through the courts that the terms will be clarified.  

It does not mean that one should commit oneself to certain technologies when it comes to addressing 
uncertainties in the interpretation of legal requirements. The targets should be technology-neutral and 
thus only specify clearly what is to be achieved, and not through which technology the targets are to be 
achieved.  

• The GDPR is, of course, also a potential driver for the development of new technologies that 
make it easier to comply with the regulations, or for which GDPR has only created a market. 
From the current perspective, however, there are some limitations: 

• The postulated principles are partly contradictory. For example, the demand for transparency 
conflicts with the right to forget. Transparency is not only the subject of numerous industry-
specific regulations (Basel 2, SOX, HIPAA), but also arises from the GDPR itself. Furthermore, 
a considerable amount of time and effort is also involved, and there are various technical 
options for implementing compliance with the transparency requirements stipulated in the 
GDPR, and the associated storage of corresponding records for the use of personal data.  

• Many provisions are not really operationalised. The selection of concrete security parameters 
for anonymization, especially the security factor "k" in the context of k-anonymity or related 
procedures. The same applies to the use of Differential Privacy, where the choice of the factor 
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Epsilon has yet to be clarified. In the case of data perturbation, i. e. the intersection of real data 
sets with synthetic data, it must be clarified from which relationship between real data and 
perturbation data the privacy of the persons involved is maintained.  

Clarification of these issues will largely be carried out by courts, although not only the outcome but also 
the time of clarification is still completely open. 

All in all, these uncertainties mean that GDPR will not lead to market formation because it is not possible 
to predict the direction in which the market will develop. On the other hand, it is clear that there is still a 
relatively substantial need for research on many issues, and that steps should be taken at the same 
time to reduce uncertainties through recommendations for implementation. 

5. Less leeway for process innovations: Lower efficiency in internal business processes - a 
significant impact of more data protection according to Goldfarb and Tucker (2012) - by preventing 
process innovations is another chain of action. Personal data will often not only be used for product 
innovations, but will also make it possible to redesign and optimise internal processes. This includes 
advertising and marketing measures as well as accounting. Since many of these services are also 
provided by third parties, there may well be restrictions on data transfer (Goldfarb - Tucker, (2012)). 
This applies in particular if the data protection regulations of third party providers contain provisions that 
provide for the transfer of data.  

4. Economic policy recommendations 

4.1 Initial situation 
With the introduction of the GDPR in May 2018, it becomes clear that European organisations affected 
by them no longer have the luxury to ignore data protection and the resulting restrictions, irrespective 
of their effects on innovation. However, this also applies to providers outside Europe, who nonetheless 
serve European customers. 

The interrelationships between data protection and innovation that have been analysed so far show 
that this is not a direct and linear relationship, but rather that effects occur at different levels that allow 
different scenarios depending on the feedback from politicians, companies and users.  

In concrete terms - and in a somewhat simplistic manner - no direct negative correlation between 
innovation, big data and data protection is forecasted, because companies may adapt to the new 
realities by taking data protection and privacy seriously and building up a relationship of trust with their 
data providers. Then users will be prepared to grant access to personal data. If innovators do not 
succeed in building a trustworthy environment, consent to use of personal data is likely to be given 
much less frequently.  

Based on the European situation, the following conclusions can be drawn from this: 

Stricter data protection regulations vis-à-vis the United States support a stronger position in the area of 
payment services, as opposed to data monetisation - i. e. the sale of data - because this requires explicit 
consent, which can also be revoked, and the message of better data protection is given additional 
credibility by the company's location. 
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However, the opportunities for payment services with improved data protection in the private sector can 
be regarded as limited, due to the privacy paradox and the small market size. The lack of transparency 
about the further use of data exacerbates the privacy paradox. Only if data providers have certainty 
about how their data will be used, and how they can prevent the data from being passed on, and have 
alternatives - payment services -, can they evaluate the advantages and disadvantages.  

Experience to date has shown that the privacy paradox8, coupled with attempts by established platforms 
to position themselves as companies that value data protection, has not harmed the data business. 
Companies such as Google or Facebook are responding to this with the creation of walled gardens - 
an ever more comprehensive ecosystem that offers diversified services and thus increasingly extensive 
access to customer data (Kelley et al, (2010)).  

At European level, alternative payment services would only have a chance of success if a digital single 
market and massive support were available for the build-up of network effects, as well as increased 
monitoring of compliance with the provisions of the GDPR (see below in the section on measures).  

European regulators are increasingly assuming that the exploitation of data by the dominant American 
platforms may lead to abuse of market power. This is a circumstance which the European competition 
authorities increasingly want to address (see Scott - Hirst (2017)), and which would tend to open up 
new opportunities for alternative suppliers. However, new, smaller providers are only marginally more 
trustworthy for many customers than the big established companies, so far as data protection is 
concerned. A number of measures are needed to strengthen the credibility of new providers (see below 
in the measure section).  

There are better conditions for European suppliers in the business and public sector. Due to the 
increase of the penal framework within the framework of the data protection basic regulation and the 
potential loss of reputation in case of violation of the GDPR, the willingness to pay for data protection 
and data monetisation capabilities outside the application context are often not given. Similarly, 
consumer sensitivity to data protection in eGovernment is likely to be higher than in other areas. 

Persons responsible for the processing of personal data in Europe must obtain relatively detailed 
consent for all planned processing steps, or have to make the data anonymous and then carry out their 
Big Data evaluation strategies. Since there is uncertainty about the method to be used for 
anonymization, the implementation of which is challenging and can lead to a large loss of data 
information content , there is essentially only one option left for European companies: as a location and 
as a company, to rely heavily on the restrictive data protection regulations in Europe in order to win the 
confidence of consumers in Europe and elsewhere, and thus to become competitive.  

4.2 Measures 
If we follow the analysis to this point, we need a series of measures at enterprise level, in technology, 
innovation and industrial policy. Of course, this also includes the public sector. 

                                                        
8 As regards the willingness to pay for data protection of private customers, there are a number of investigations 
that deal with the so-called. Privacy policy. This phenomenon refers to the empirical observation that customers 
who state in a personal conversation that they attach great importance to data protection are then prepared, in a 
concrete situation, to make their data available to a provider in return for a relatively small consideration, in 
which, for example, online data protection regulations are agreed without prior reading (Kokolakis, (2015); 
Kübler, (2011)). 
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4.2.1 Measures at company level 

In general, more awareness is needed among companies. Only some of the changes required by the 
GDPR and the strategy resulting from this European legislative trickled down to the company level. 
Accordingly, two messages should be communicated:  

1. concrete guidelines as to what measures companies should take.  

2. which strategies for dealing with data are promising.  

All considered, it is to be expected that European companies with Big Data ambitions will gain the 
necessary insights not so much through novel technologies, than through changes in how they present 
themselves on the market, which will lead to building a relationship of trust with their customers, thereby 
compensating for the more restrictive European approach. 

If one abuses the built-up trust, then the data subjects will be much more cautious about giving explicit 
consent to the processing of their data. Of course, data protection authorities must be given sufficient 
resources in order to be able to tackle violations and respond promptly to reports of such.  

This creates opportunities for globally active European suppliers who offer specialised solutions with a 
proven high level of protection for these customer groups.  One example of such a strategy is Fabasoft, 
which is the first company to receive the highest 5-star certification for its cloud services according to 
the international "EuroCloud Star Audit" (ECSA V3.0) and is certified according to ISO 27018 for the 
protection of personal data. This international standard formulates data protection requirements for 
cloud providers. They must provide extensive notification, information, transparency and verification 
obligations in order to create confidence among customers and authorities regarding the processing of 
personal data in the cloud9. 

The PIA (Privacy Impact Assessment) Framework (Oetzel, Spiekermann, (2012)) is a framework that 
helps companies proactively integrate data protection into the design and adaptation of RFID products 
and services. This framework is based on risk assessment methods and provides a structured method 
including process and document templates. The basic idea behind these approaches is to anchor 
privacy in the architecture of the offer, and not only in policies. 

Data protection must be implemented in all company activities. A close cooperation between 
management, developers and organisers is therefore necessary: "Privacy by Design is designed as an 
engineering and strategic management approach that commits to selectively and sustainably minimise 
information systems, privacy risks through technical and governance controls" (Spiekermann, (2012)). 
The companies themselves are better protected against hacker attacks and data leaks.  

Economic policymakers should pay attention to shaping the process of conversion to the GDPR and 
provide action-relevant information on how to deal with its challenges. The objective is to support 
companies in the timely and efficient implementation of the GDPR, so that a relationship of trust can be 
established and the prerequisites for data-based innovation strategies can be laid down. 

This includes instructions on how to design and implement the explicit consent, as well as information 
about necessary transparency. Here, it is above all the stakeholders who need to step up the pace, and 

                                                        
9 https://www.fabasoft.com/de/group/transparenz/sicherheit-datenschutz 
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- only if they do not react appropriately - the public sector. In addition, companies and start-ups can be 
inspired to cooperate with selected customer segments and thus support development work. These test 
users are often prepared to deal with the pitfalls of products that are not yet fully developed, and to 
provide their data for further development. 

In concrete terms, attention should be paid to the forthcoming changes and challenges, and strategies 
for the implementation of the GDPR should be communicated. The following steps are relevant for 
companies, so that - as already mentioned - data protection is implemented in all areas:  

1. Data inventory 
a. Which data applications are implemented within the company?  
b. What data exists in the company? 

2. Sensitivity analysis 
a. Is personal data stored/collected/processed?  
b. Is there any other sensitive data in the company?  

3. Setting up an orderly process 
a. When planning new data applications. 
b. When new data sources are opened up or when existing data channels change 

4. Reduction 
a. Is all that data really needed by the applications? Which can be omitted or not collected 

at all? 
b. Conversion of processes if sensitive data is collected/processed that is not really 

required 
5. Application of protective mechanisms (iterative process) 

a. Analysis of whether data is anonymised as a complete data record or whether only 
evaluation results are required. 

b. Choice of anonymization paradigms (e. g. k-anonymity) with suitable parameters. 
c. Quality control - Is the quality of data evaluation with anonymised data sufficient? 
d. Te chnical optimisation of the anonymization processes - e. g. outlier removal 
e. Establishment of a secure analysis environment with strict logging, separation of data 

spaces, strong access rights concept, deletion of data after processing 
6. Deletion and transparency 

a. Creation of a processing model - Which data flows (also aggregated) into which 
results? 

b. Implementation of suitable mechanisms to trace which data record was used where - 
this enables direct access for information and deletion. 

c. Where technically possible: Creation of processes and technical tools for the physical 
deletion of data, e. g. by overwriting. Where this is not possible, documentation where 
and why. 

From the current perspective, the switch to GDPR is likely to be acknowledged only in part by 
companies, and even then, the extent of adaptations is not clear. This lack of knowledge should change 
policy as quickly as possible through targeted campaigns.  

Of course, all organizations that process personal data will try to signal that they are complying with all 
laws. It's hard for outsiders to check up on this. In this case, the introduction of a fast certification 
process could help to establish a quality standard.  
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4.2.2 Industrial policy  

Given the current market conditions, some companies are able to develop a dominant position and thus 
build up market power. This in turn helps these companies to collect even more data and thus 
consolidate or expand their market position. Google, Facebook, Amazon are the most important 
examples of this development. Strict data protection rules could result in these companies no longer 
being able to fully exploit their data, which should allow smaller competitors to create competitive bids. 
However, there is no empirical evidence supporting this hypothesis. 

It is unlikely that the first mover effects generated by these companies will actually be mitigated by the 
new GDPR. It is more likely that companies will be able to access the data with the explicit consent of 
the users and that strict data protection regulations will therefore hit newcomers to the market 
particularly hard. Campbell et al. (2011) show that the latter in particular could be the case because 
large, established companies tend to retain user confidence when it comes to compliance with data 
protection standards. The strict regulation of credit cards in New Zealand is an empirical example of 
this: shoppers felt that only large incumbent operators were able to comply with the data protection 
guidelines, avoiding new and small providers.  

This line of argumentation applies above all to products aimed at consumers. Indeed, it is difficult to 
see that the incumbent operators are losing market power under stricter data protection rules and are 
therefore able to enter new operators. Nevertheless, users in this segment should also benefit from 
improved data, even if the market power of the quasi-monopolists is not really curbed.  

If GDPR is indeed an effective instrument to prevent unwanted data transfer (also for advertising 
purposes) - and thus also mitigates the privacy paradox - then there should be significantly more 
payment offers and less "data for product use exchange transactions".  

4.2.3 Technology and Innovation Policy 

The hypothesis that data protection laws stimulate innovations in providers of data protection 
technologies (such as Privacy Enhancing Technologies (PET), e.g. encryption) remains valid even if 
the framework conditions are not favourable in Europe at present. The uncertainties and conflicts of 
interest within the scope of the GDPR are large and therefore it is not clear in which direction the 
technologies can or should develop. This uncertainty is caused by the wording and requirements of the 
GDPR and can also be corrected or limited by further clarification by the relevant authorities.  

An essential task for the public sector is to eliminate the uncertainties that GDPR itself brings with it. 
Although much has to be put into law, there are other ways to deal with the uncertainties. This includes 
further explanations or the option of discussing different approaches with the authorities in advance. 
However, this requires the willingness of authorities to provide the service, and to possess appropriate 
resources to provide this service. If uncertainty is reduced successfully, data protection technology 
developers will have more incentives to invest in innovative products and services, because a market 
was created by these regulations. 

This approach must be consistently integrated into a horizontal strategy that includes the following 
areas: 
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• Education: a competitive advantage through better data protection can only be achieved if 
users are aware of it. For this purpose, awareness must be established in the general public 
and applied in education. Data protection aspects should play an important role in the 
digitisation strategy "School 4.0". Appropriate training and further education should also be 
provided.   

• Research: This study presents a series of research questions that will enable the efficient 
implementation of GDPR. These should be integrated into basic research and applied research 
(e. g. preservation of information during anonymization, ledger architectures to create 
transparency, resolving the contradiction of the right to be forgotten and traceability).  

• Funding: In addition to the corresponding research funding, e. g. through the FFG, start-ups 
offering corresponding solutions must also be supported. In particular, a connection to 
Blockchain activities (https://www.blockchain-austria.gv.at/, Blockchain Village) has to be 
established here, especially as this technology provides a fundamentally different basis for the 
processing of personal data. 

• Legal framework conditions: As shown above, an adequate interpretation of the consent 
rules is crucial for the efficiency of Big Data applications. A description that is too detailed 
requires ongoing adaptations of the user's consent, and leads to incomprehension. Clearly 
understandable and comprehensible wording should therefore be used for the declaration of 
consent. 

• Establishment of a "MyData Local Hub" in Austria: Membership in the MyData project can 
support several of these measures: 

o Public sector providers can contribute their expertise as trusted entities within the 
framework of a public-private partnership.  

o The users become aware of which of their data is stored where. This promotes the 
responsible handling of consent, while at the same time reducing the trust problems of 
smaller providers. 

o The local software community can participate in the development through the open 
source framework and remains motivated. 

o The findings can also be used for the further development of eGovernment. 

4.2.4 Geopolitical 

Data privacy regulations  are desirable from a socio-political point of view, interesting from an industrial 
policy point of view, and should be indispensable as part of a geopolitical strategy. Europe has 
misjudged digital technologies as ordinary generic technologies and underestimated the wider 
economic and geopolitical implications.  Because of its ties to the United States, the constant pressure 
to remain competitive, and the attempt to regain already lost ground, Europe has put its money mainly 
on the rapid diffusion of digital technologies, at the expense of their appropriation. Instead of a strategic 
approach - such as China or Russia - a laissez faire approach was chosen.   

Developments in recent months have shown that this positioning is not sustainable and that an 
independent and Europe-centred approach is needed. Europe is not represented in many of the hot 
topics surrounding digitisation (e. g. AI in the military sector). One cannot afford to remain in this vacuum 
in the long run, since it is not possible to participate in developing the framework without such hands-
on expertise. In order to make progress in this area, the European dimension must be significantly 
strengthened on these issues. This is difficult, but the framework conditions are much better with a 
functioning Franco-German axis, as compared to the situation as it was only recently. The Austrian 
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positioning beyond the current topics is not visible here. It would be desirable to actively strengthen the 
European dimension and thus participate in geopolitical repositioning.  

It is clear that the current steps at European level - the pursuit of abuse of market power, compliance 
with data protection rules - are defensive strategies and, as such, will be important but successful only 
if active elements are incorporated. GDPR can become an asset if it is also supported by other policy 
measures in the sense of a horizontal strategy, and if users again have control over their data. The best 
way to do this is through a system where users can centrally manage access to their data and all queries 
are documented. To this end, uniform standards and APIs for Europe must be developed and put live 
as quickly as possible. 

On the whole, however, Europe also needs to position itself as a model for effective data protection, if 
economic opportunities are to be realised. This also means that people who want to "enjoy" the 
European level of data protection will be granted a kind of e-residency as Estonia is willing to do. Austria 
could follow suit and become the precursor for a comprehensive European solution. Ultimately - as 
already mentioned - all companies must comply with the GDPR if they have European customers. If 
you increase the number of data protection for Europeans beyond eResidency, then European data 
protection law spreads beyond Europe and can thus become the standard. One can also consider 
forming alliances with countries between the geopolitical power blocs (e. g. South America, Japan) to 
adopt the European data protection rules10.   

Finally - and in terms of innovation - the GDPR was not designed to prevent innovation, but to improve 
data protection. This is also an innovation that entails considerable costs for organisations who have to 
implement it. Therefore, all accompanying measures should now be put in place to ensure that the 
changeover is as simple as possible and that it is a success. This includes information campaigns for 
organisations who are obliged to comply with it, as well as for users. Information education is also 
necessary for consumers so that they can accept and deal with the new possibilities. The frequently 
observed data paradox can only be avoided if informed users make use of the new possibilities. 

GDPR imposes restrictions on Big Data strategies when personal data is involved. This does not apply 
if company data or usage data are concerned. It is also clear that in innovation and big data analysis it 
is not possible to anticipate which data will be necessary. The ball is clearly in the court of those 
organisations that want to process personal data. Only if the supplier of data considers the receiver to 
be a trustwhorthy organisation, generous declarations of consent that underpin  Big Data and innovation 
strategies will be accepted.  

However, Europe is also called upon to comply with the strict data protection regulations in agreements 
with third countries. This applies, of course, to the GDPR itself, but also to the repealed Safe Harbour 
Agreement with the USA and other data exchange agreements (e. g. passenger data) where the 
previous provisions went far too far. Europe must be consistent in all respects, abide by its own laws at 
all levels and thus preserve its autonomy. 

                                                        
10 This would be much more sensible than allowing the exchange of data via bi- and multinational trade 
agreements, as is currently often envisaged. 
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